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Enterprise Recon vZ.1 build - installation successful

To access the master server, please use a web browser to commect to:
https:/-18.8.2.15~
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ENTERPRISE RECON

Forgot your password?
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Unable to send reminder email

The administrator has not configured the mail settings. Passwaord recovery by
email will be unavailable until at least one mail server has been configured.
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Edit Backups

# Enable auto-backup

Motify me if the backup fails

Frequency: Daily v
Date/Time: 11/07/2017 at | 3:00pm
Location: fvarflib/er2/backups

Backups to keep: | 2
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Auto-Backup: Enabled
Frequency: Daily
Mext: Wed, 07 Jun 2017 17:00
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Node Configuration
Master server |P address or host name
|er-r'r|aster| |
Master server public key (optional)
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ﬁ Enterprise Recon 2 Agent (x64) (2.1.0) Setup

Choose Setup Type

Choose the setup type that best suits your needs

Custom

LSers.

Install

Copyright 2007-2020 Ground Labs Pte Ltd

< Back

Install the complete product in the default location.

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced

Cancel
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¥ Enterprise Recon Configuration Tool

Node Configuration

Master server IP address or host name

| Erecon- SEF'."EI'I

Master server public key (optional)

Target Group (optional)

Test Connection

Finish Cancel
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Schedule Details

KE S5, ?2#

Schedule

Schedule Label
When

How Often
After Search

Priority

CPL Priority
Throughput

Memory Limit

Data Types

Weekly Night

Fri Jul 28, 10:00PM
Every 7 days

Do nothing

oW
Lnlimited
1024 MB

Data Type
2 Targets
Target Name

Location
Location

Status

@ Scheduled’

All Cardholder Data v1

DEBIAN
All local files

All iocal process memaory

Ok
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False Positives

16825943348412670680 All targeis
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Test Data
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14162735451518926922 All targeis

[ Matches
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Ignere match by expression
Exclude location by prefix
Ignore exact match
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# Edit §j Remove
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File path D:\Databases\postgresql_database.csv 3,106 Matches
File path D:\Databases\employee_data.csv 4,206 Matches
File path D:\Databases\customer_data.csv 1,350 Matches
-
4,206 Matches 1
D:\Dat \employee_data.csv " ="

v Cardholder Data (193) American Express 52 (3) Match sample encoding = 1
I8 355928### 38 Austrian Telephone Number (relaxed):29 . Plain text I
) Diners Club:3 (2) Matchidetalls EBCDIC [}
= v View all info Hexadecimal !
L first_name,last_name,email,iban_number ,company_name,dob,cc_info I
< € Anastassia,Vreede,userA@example.com,LI88 5426 1SOE YQYI FZ7G I,Skyvu,06/08/1976,355928######8387 I
B8 357304##H5#2612 Kimbra,Cullivan,userB@example.com, TN21 6048 2592 4685 8582 6087, Twitterwire,21/06/1989,676149######3276 |
M RRROQQLEHBEHORNA > Shannen,Wittman,administrator@example.com, FR84 8366 0315 225E XDHI YPYR [}

L4 X12 giuire 19/05/1087 3LCET 225, MY

(1) Data type matches
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Location QOwner Matches + Status Sign-off
v { MY-UBUNTU-MACHINE 3,666 Matches
File path /home/ubuntu-machine/Documents/pii-data-2.csv ubuntu-machine 1,833 Matches
File path /home/ubuntu-machine/Documents/pii-data-zipfile.zip->pii-data-2.csv ubuntu-machine 1,833 Matches
1,833 Matches 636-12-1M  Teddi ,Bursnoll, thursnollewd , 357604#HH###3379,190.220.92.1
» Cardholder Data (437) 298—73—ﬁ3_,8c=:nny,He‘inone_n,bheinon_enex@ , 374283iHHHH#1264 ,206.226.14.197
» National ID (547) 616-01-"mw Michael,English,menglishey@ , 35754 3######5387 ,226.66.117.78
» Personal Details (16) 788-22-108 ,ETton, Jost, ejostez@ , 510014 ## #2101, 176.242.7 . 219
i e 665-47-J, Joannes , Farish, jfarishfoa ,633L10MH##H####I312,84.136.11.169
291-87-"9 .Emlynn,Tunnow, etunnowf1@ , 52264 3######2220,0.188.21.208
687-77-# , June,Harborow, jharborowf2@ , 357 480######5257 ,95.32.33.0
838-17-000 ,Putnem,bufaire,pdufairef3@ , 353198##H#H###6943,19.214.200.70
431-42-@, Franzen,Bartle,fbartlef4a@ , 355 81 4HHHHIHIG237 ,11.17 .198.77
438-81-MWW, Maudie,Bick,mbickf5@ ,201969925919956,97.140.72.42
319-51-pm.
Remaining data truncated
mn $ )
* * * * % * *
) o .. )* ) ))F )t )
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Yy 6 | |-

* ) [ 2) % +K . ) / 6

* & 4 " ( v

© Stop Remediation Search Location Q
Filter @ Location Owner Types
| » Cardholder Data fhome/osboxesftester/1 Other files/CPP-120.cpp osboxes » 120 Matches
Bir ilesibat /homelosboxesitester/1 Other files/Parser RL 180.11 osboxes 180 Matches
[Z] » Other Data
/homelosboxes/tester/1 Other files/purchaseview.py osboxes & 1 Test
/mome/osboxes/tester/1 Other files/purchaseview pyc osboxes & 1 Test
home/osboxesftester/1 Text doc- Various tests/All schemes comma separated.txt osboxes 60 Matches
/home/osboxes/tester/1 Text doc- Various tests/All schemes with hyphens 30.txt osboxes 30 Matches
| fhome/osboxes/tester/1 Text doc- Various tests/All schemes with spaces 30.txt osboxes 30 Matches
/home/osboxes/tester/1 Text doc- Various tests/All schemes- Repeated numbers osboxes 48 Matches
48 txt
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INACCESSIBLE LOCATIONS - GAPPS:EXAMPLE.COM

Location Severity Description Logged
Google Drive © Critical Unable to probe target for distributed scan: Agent group has no agents that are online and s~ 03 Mar 2020 11:09AM
upport browsing
T Error Google server sent an empty response 13 Feb 2020 12:57PM
Error Bad Request 13 Feb 2020 12:57PM
Error Bad Request 13 Feb 2020 12:57PM
Error Google server sent an empty response 13 Feb 2020 12:57PM
. i Error Bad Request 13 Feb 2020 12:57PM
Error Google server sent an empty response 13 Feb 2020 12:57PM
Error Google server sent an empty response 13 Feb 2020 12:57PM
Error Bad Request 13 Feb 2020 12:57PM
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TOMBSTONE TEXT EDITOR

Amessage will appear in the tombstone file left in the place of the remediated match location. Tombstone message may be truncated to ensure
the tombstone file size does not exceed the original file size of the remediated match location.

Quarantine Tombstone File Save

Message in .ixt file Names, email addresses and contact numbers added to this message will be picked up as matches if

the remediated locations are scanned for Pll data again. To exclude the contents of the tombstone
message from future scan results, please configure the Global Filter Manager

@ This is a customized tombstone text message for Remediation - Quarantine action.

This message contains characters that will only be displayed correctly for users on supported platforms.

Delete Permanently Tombstone File Edit

Message in .txt file Location deleted at user request during sensitive data remediation.
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REMEDIATION LOG - MY-UBUNTU-MACHINE
Filter by... Location User Remediation Status Match Count Timestamp Sign-off
- File path /homefubuntu- example.com\UserA @ Unable to mask Oct 21, 2019 UserA -
machine/Documents/table1.csv (UserA) 15:15pm approved
1=
File path /homefubuntu- admin Pending Mask 10 matches Oct 21, 2019 Admin -
¥ Reverse order machine/Documents/table2.csv (Administrator) 15:15pm approved
- File path /home/ubuntu- admin @ Masked Oct 14, 2019 Admin -
| O ResetFilters | machine/Documents/myFile_txt (Administrator) 15:58pm approved
| & Export Log | File path /home/ubuntu- admin Pending Mask 8 matches Qct 14, 2019 Admin -
machine/Documents/myFile._txt (Administrator) 15:58pm approved
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TARGETS
All Groups - | All Targets - | All Types - s New Scan H & Target Group Report
O Targets Comments Searched Matches
[ v DEFAULT GROUP 4 hours ago © 30 Prohibited G 2,543 549 Matches & 8 Test
O » & MY-LINUX-SERVER Never @ Not searched &
= - © View in Dashboard
O » & MY-WINDOWS-HOST 4 hours ago © 30 Prohibited G 2,543,54
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88 New Scan

& View Notification and Alerts
& View Scan Schedules

&% Add Comment

B View Current Report

B Download Report

L view Scan History

™ view Scan Trace Logs

# Edit Target

W Delete Target
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TARGETS
All Groups - | All Targets - | All Types - s New Scan H & Target Group Report
[ Targets Comments Searched Matches
(] v DEFAULT GROUP 4 hours ago © 30 Prohibited G 2,543,549 Matches & 8 Test -
O » 4 MY-LINUX-SERVER Never @ Not searched &
- © View in Dashboard
O » & MY-WINDOWS-HOST 4 hours ago © 30 Prohibited G 2,543,54
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() Targets Comments Searched Matches

(J v DEFAULT GROUP 4 hours ago © 30 Prohibited % 2,543,549 Matches & 8 Test

O » A MYLINUX-SERVER Never ® Not searched T~

_ - € View in Dashboard

L » & MY-WINDOWS-HOST 4 hours ago @ 30 Prohibited 2,543,54
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All Groups ~ | All Targets - | All Types ~ s New Scan H % Target Group Report
Targets Comments Searched Matches
v LINUX 2 weeks ago 37,466 Matches
v A MY-UBUNTU-MACHINE 2 weeks ago 37,466 Matches
= All local files 2 weeks ago 37,466 Matches ¢ v
- © View in Dashboard
i All local process memory Never ©® Not searched
88 New Scan
» WINDOWS 2 weeks ago 6,033,662 Matches & 5 View Scan History
» WEBSITES 2 weeks ago (incompl & 894,567 Matches & 9 W Delete Location
» CLOUD 2 weeks ago 102 Matches
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s Download Scan History

Source Start Date Duration 3 Test Prohibited Matches Inaccessible Status
Locations Locations Bytes

File path /root/test/10-MB- 06-Jul-2018 23 2 1 33.56 MB 0 0 37,857 o @ Completed

Test.xlsx 06:34 seconds

File path /root/test/pro-293- 06-Jul-2018- 4 65 1 142 34 MB 20 0 270 960 © Completed

test-data 08:31 seconds

EEE * 3

C%%%C8888 $$9 %%

*0

20 ) * 6*:%62

6+* *

2).

*

. A *) K)6 K
) (

% " ’

20 )

*

* 6*:*62
o .,

*

A *) K6 K

4/

6
) 0)

*

50

) €

*

) 0 ., 2 6

) 0)

*

, )
* )0

#) ,**

*




%

% ., , 20 ) 0 ., 2 6 )

* , 20 ) ¢ * . * 2 )6 62)% (
2 . .2))

"4 1%

, 2 6%*- /6* , N 4/ N[ 2000., , -,/ *  *

6 : 6 ) ( H * ) ( ) <) 6 3

0o * (2 6 K6 * . B**) * )0 * * /

3). 66 * 6K , 0 2 N.N®6AaA 6% ) ) 0
*D * , )(

°
~
*
o
)
*

*
)

s Download Scan History

SCAN HISTORY - 05ABB2D84308

Recent Searches

B K ,.6% *
K ¥: 26 * ( *

6 .0-)
00)

)*" 6 )O) v )
+ N 20 § 4/ N )

2) *  /)6K: 6 *

* %o (KX) 2+ ) 20 )

)
6 ) 2 (
) 6
> %
3) .

& Download Scan History

Source Start Date Duration  Scanned Mt Sranned Test Prohibited Matches Inaccessible  Status
Locations Locations Bytes
File paih /o0t1esV10-MB-  06Jul2018 23 2 1 33.56 MB 0 0 37857 0 © Completed
Test xlsx 06:34 seconds
File paih /footlestpro-293-  06-Jul-2018- 4 65 1 14234MB 20 0 270 960 © Completed
test-data 08:31 seconds
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1 All local files
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INACCESSIBLE LOCATIONS - JAKE

Location Severity Description Logged
Alllocal files © Critical No suitable agent found 21 Apr 2020 1:33PM
Remote access via SSH Path dev/shm/PostgreSQL. 1804289393 Error Error opening file: Permission denied. 21.Apr 2020 1:33PM
Remote access via SSH Path etc/NetworkManager/system-connections/ Error Error opening file: Permission denied 21.Apr 2020 1:33PM
Wired connection 1
Remote access via SSH Path etcigroup- Error Error opening file: Permission denied. 21.Apr 2020 1:33PM
Remote access via SSH Path etcigshadow Error Error opening file: Permission denied. 21.Apr 2020 1:33PM
Remote access via SSH Path etcfiscsi/iscsid.conf Error Error opening file: Permission denied. 21.Apr 2020 1:33PM
Remote access via SSH Path etcipasswd- Error Error opening file: Permission denied. 21.Apr 2020 1:33PM
Remote access via SSH Path etc/polkit-1/localauthority Error Error opening file: Permission denied. 21Apr 2020 1:33PM
Remote access via SSH Path etcipostgresqli9.4imain/pg_hba.conf Error Error opening file: Permission denied. 21 Apr 2020 1:33PM
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[ All Groups

[l » Alldatain group DEFAULT GROUP

[+ Alldatain group SERVERS

o & All local files in group SERVERS  Edit

] iZF Al local process memory in group SERVERS
¥ » £ Alldataontarget CENTOS7C-SERVER

1 » £ Alldataon target FEDORA25-SERVER

»  Nicrnueraed Tarnats
66 -) :*2 /2 * 6 . * ( )YB*K* B.?244 #
L v -Q All data on target CENTOSTC-3ERVER

O = &= Alllocal files on target CENTOSTC-SERVER  Edit
O » i Alllocal process memory on target CENTOSTC-SERVER  Edit

+ Add New Location

44 " 7 4 "

+  )( 26 ,)2(+)? * . :)) * 6 ,)

v Discovered Targets

[J » @& Alldataon new target FREEBSD11-SERVER
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Femote access via S5H on target DEBIAN-SERVER

) (

Edit

File path Y\home\debian-server on target DEBIAN-SERVER

+ Add New Location

*

6

Edit All local files

)

Edit

) (

Path details

Path:

‘home\debian-server

If the path details are blank, all fixed drives are scanned.
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