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Enterprise Recon vZ.1 build - installation successful

To access the master server, please use a web browser to commect to:
https:/-18.8.2.15~
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You do not have a license

Please upload your new license file
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Unable to send reminder email

The administrator has not configured the mail settings. Passwaord recovery by
email will be unavailable until at least one mail server has been configured.
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Enterprise Master RPM Package
Platform Version Filename Checksum (SHA1)
RPM Package 2.0.31 er2_rpm_2.0.31_x64.rpm Download
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Edit Backups

# Enable auto-backup
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Node Configuration

Master server IP address or host name
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ﬁ Enterprise Recon 2 Agent (x64) (2.1.0) Setup *

Choose Setup Type

Choose the setup type that best suits your needs

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
users.

Install
Install the complete product in the default location.

Copyright 2007-2020 Ground Labs Pte Ltd
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AGENT GROUP "AGENT_GROUP_1" DETAILS
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Group: AGENT_GROUP_1
Agent Members: ¥ Win-Agent-1 i Remove

&* Win-Agent-2 i Remove

4 Ubuntu-Agent-1 i Remove

Add new agent v Clear

Scheduled start Repeats Target Location Status Agent
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSCh... Queued Win-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table asl./ 1B... Queued Win-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSState Running Win-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema Marketing Table / Queued Win-Agent-2
03 Jun 2019 11:56AM MSsQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSCo... Running Win-Agent-2
03 Jun 2019 11:56AM MSSsQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSMa... Queued Win-Agent-2
03 Jun 2019 11:56AM MSsQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSAudit Running Ubuntu-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table Versions Queued Ubuntu-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSCh... Queued Ubuntu-Agent-1
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®
Select Locations Select Data Types Set Schedule Confirm Details

Search 1 location

Schedule Label = SHAREPOINT DEC20-1114
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Limit Search Throughput

Set the maximum data throughput the applicafion can use when searching each farget.

Limit Data Throughput Rate
megabytes per second

Set memory usage limit
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v {A Al data on target DEBIAN-SERVER
> 1 All local files on target DEBIAN-SERVER  Edit

» i All local process memory on target DEBIAN-SERVER  Edit

» £ MySQL Catalog employees on target DEBIAN-SERVER | Edit

+ Add New Location
v {4 Al data on target DEBIAN1
> i All local files on target DEBIANT  Edit
» i All local process memory on target DEBIANT  Edit

+ Add New Location

+ Add Unlisted Target
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[ All Groups

] » = Alllocal files on target DEBIAN-SERVER  Edit

O » i Alllocal process memory on target DEBIAN-SERVER  Edit
(] ¥ £ MySQL Catalog employees on target DEBIAN-SERVER  Edit
(] = Table current_dept_emp

(] = Table departments

d = Table dept_emp

] = Table dept_emp_latest_date

(] = Table dept_manager

(] = Table employees
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Schedule Details

Schedule

Schedule Label
When

How Often
After Search

| Priority

CPL Priority
Throughput

Memory Limit

Data Types

Weekly Night

Fri Jul 28, 10:00PM
Every 7 days

Do nothing

oW
Lnlimited
1024 MB

Cata Type
2 Targets

Target Name
Location
Location
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Status

@ Scheduled’

All Cardholder Data v1

DEBIAN
All local files

All iocal process memaory

2 0 2 )
1.0

020
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NEW DATA TYPE PROFILE

Data Type Profile Label:

Search Bar
Search for...
Choose|Categories of All Predefined Types .
v 9 v List of data types
All Predefined
Types Q Choose Categories of All Predefined Types |
% Regions = All Predefined Types (Excludes Custom Data Type) *
R All 0 American Express 4, Customise I
Africa 0 Australian Bank Account Number A Customise
Asia 0
= Australian Business Number A Customise
Nationa Europe Regions/ o
D Data Middle East Countries 0 Australian Company Number A Customise
North America 0 Australian Driver License Number A Customise
tient Healt Oceania 0 Australian Healthcare Identifier - Organisation A Customise
Data South America 0
Australian Individual Healthcare Identifier A Customise
No Region 0
Countries > Australian Mailing Address A Customise
<¢— Data Type Categories Australian Medicare Card A Customise
© Robust Search
Loss results, less false matches Australian Medicare Provider A\ Customise
Pe Relaxed Search Australian Passport Number A Customise
. More results, more false matches
Detail Dat: Australian Tax File Number A Customise
T Australian Telephone Number A Customise
Robust / Relaxed Search Austrian Driver License Number A Customise

2 ) 0 .
5) 2 0 )OB##

2 + @ )OB%
4 13 )

()5

&

"3

*)

1 3) 4 | 1/

03

2 3 %)

00133 O

GOo1l 3) 4

3 3 %) 301 3)

44 )0 1) )

?

<? 4 0

4 ) )(

, 13

*(
;. 302,

2)

/ 3
2)

13 0

C1)0B ,

0

.10 2

)

3 .10

, 13 O

#12 & |
, 13 O

3 2
2 43

4 ) )(
2 1/

2 *( b)

.10/

) 03

44 )0

1/

44 )
3

3)0
24

.30

3
)

[dul

5

) (

3(
C1l



5

302

%

3
2 )

2
4

0o .

5) 2 0 )OB##

+ @ )0B%

13 )

0’5
&

3/

03 ) *
44 )

302
4 43

*)
6 !
)0B
+ 6
2
2 |

3

$

)0 1. .

. 5)

5 (3)
()

4 0) )o o1 /.
) 8

)

2
< #4 *

2

$
#)0;

+ 0 )0B
)y (0! 302
3 2 5 (3)

Q! !
2

*

NEW DATA TYPE PROFILE

Data Type Profile Label:

Enter New Label
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Search for...
El Choose Categories of Custom Data
All Predefined .
Types Search Custom Data Q Choose Categories of Custom Data + Add Custom Data Type
= | All Custom Data
= ; —
Gardholder Data employee_ID_5 @WRemove * Customise
_| employee_ID_4 WRemove  Customise
= _| employee_|D_3 fiRemove * Customise
Nationa
\D Dat ~ employee_ID_2 fiRemove * Customise
[Z) employee_ID_1 iRemove * Customise
atient Health | custom_data_type_5 iRemove * Customise
Data ~| custom_data_type_4 fiRemove * Customise
@ ) custom_data_type_3 fiRemove * Customise
Financial Data ~| custom_data_type_2 @Remove “Customise
~) custom_data_type_1 WiRemove  Customise
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Detail Data
Cusl})m Data
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NEW DATA TYPE PROFILE

Data Type Profile Label: | Enter New Label

Search for...
[% Search Filters % Add~
Al Predefined Use search filters to exclude locations and matches.
Tipes Exclude location by prefix
Don't search locations beginning with.

Filter Type Filter Detalls

E e Exclude location by suffix
Exclude location by prefix Jetclinit.d

N Don't search locations ending in...
Cardholder Data

=]

National
ID Data

Patient Health
Data

m

Financial Data

B
o
Personal
Detail Data

A
s

¥
Custom Data

Options
£o
&N
Advanced
Features

Py

21"

1. . 3/

Exclude locations by expression
Don't search lacations matching a custom expression

Include locations within modification date
Search only locations which fall within the specified date range

Include locations modified recently

Search only locations which have been created or modified within the specified number of days

Exclude locations greater than filesize (MB)
Search only locations which are smaller than filesize

Ignore exact match

Ignore matches which equal

Ignore match by prefix

Ignore matches beginning with.

Ignore match by expression

Ignore matches using a custom expression

Add test data

Report match as test data if the number is exactly.

Add test data prefix
Report match as test data if the match begins with

Add test data expression
Report maich as test data using this cuslom expression
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Add Custom Data Type

Describe Your Data Type

Data Type
Add Rules Predefined View nules & exprassion
American Express v
Phrase this-is-a-phrase Delete
Character  Alphanumeric v repeats 0 : to 4 : times Delete
Phrase this-is-a-second-phrase Delete
Character = Non-digit v repeats 0 : to 1 : times Delete
Predefined American Express v Delete

¥ Advanced Options
Ignore duplicates

Minimum match count | O

Cancel




Rule 1

Rule 3

Rule 4

(
(e
(
(

— N S

‘SE SeA|0SaY

( Rule 1 + Rule 2 + Rule 3 + Rule 4 )

2 &

;43 )

View rules as sxpression

-)

36 6 )08

( 123 )
r N
XX (Where "xx" is any 2 ASCII
characters)

\_ J
' )
yyy (Where "yyy" is any 3 non-
whitespace and non-control
ASCII character).

v o J
A
[(]
w
e
<
[14)
(/]
)]
«
[ 123+xx+yyy ]
2 26 (1# &
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Add Custom Data Type

Describe Your Data Type
Data Type

Add Rules Back to criginal view

INCLUDE 'DEFINE_CHD"

WORD 'this-is-a-phrase' THEN RANGE ALNUM TIMES 0-4 THEN WORD 'this-is-a-
second-phrase’ THEN RANGE MONDIGIT TIMES 0-1 THEN REFER
'CHD_AMERICANEXPRESS'

Cancel
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Add Custom Data Type

Describe Your Data Type
to add a backslash character - \

Add Rules Fhrase = View rules a5 expression
hJ

S

Phrase W Delete

» Advanced Options
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File path footflesV10-MB-  06-Jul2016 23 2 1 33 56 MB 0o o ares7T 0 © Completed
Test xlsx 06:34 seconds
File path frootflestpro-293-  06-Jul2016- 4 65 1 14234MB 20 0 270 960 © Completed
test-data 08:31 seconds

"3 /3 ) 3/) ()* 0 3 43443






4 1

2) 0) B 1 2 , ) + 3134)3 ) * 13
1))-.)
e (O)* 2 (_)* 3 3* # )4 * 3 ()5 2
/ 02 1..13)* 0 + . 4B8.)3/]) 523 0
. 14.( 0 .") 3 33 5.5 0 ) 2 0
0/) ) . .4
« 6 3 4.3 2 43 (). 1// 3, 0 3 1
013 2 / 02 0 )
« .10 3) B 4 13 59 2 20 & * 1 D

) ) (
3,
)0

2B

13

4 0)

0



2) 0) 0(3 2 5) *8

2 1 | #4 % 43 (). 1 3 4 ()5 B** 4 3
) ,3()5/ 023 1 +3/.) 0033/+./. ;43 0 343
5) 2) )* ) 3 0

TARGET DETAIL - MY-WINDOWS-MACHINE

© Stop Remediation

Q Target Report

Filter “w Ciear All || [ Location Owner Types Status
[O» Advanced Filter N = File path D-\PII-Dala-FolderPHI Folder\Drivers-License.ixt MY-WINDOWS-MACH... @ 2 Malches B
O» Cardholder Data (3¢ = )
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