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Enterprise Recon vZ.1 build - installation successful

To access the master server, please use a web browser to commect to:
https:/-18.8.2.15~

er-master login: _
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RECON

You do not have a license

Please upload your new license file
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ENTERPRISE RECON

Forgot your password?
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Unable to send reminder email

The administrator has not configured the mail settings. Passwaord recovery by
email will be unavailable until at least one mail server has been configured.
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Edit Backups

# Enable auto-backup

Motify me if the backup fails

Frequency: Daily v
Date/Time: 11/07/2017 at | 3:00pm
Location: fvarflib/er2/backups

Backups to keep: | 2
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Frequency: Daily
Mext: Wed, 07 Jun 2017 17:00
Location: /var/lib/er2/backups
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ﬁ Enterprise Recon 2 Agent (x64) (2.1.0) Setup

Choose Setup Type

Choose the setup type that best suits your needs

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
users.

Install
Install the complete product in the default location.

Copyright 2007-2020 Ground Labs Pte Ltd

< Back Mext = Cancel
*# * % . # # . # % 3% 2 $#-2 7,
7., % . / / o $ $0 8
¥ Enterprise Recon Configuration Tool >

Node Configuration

Master server IP address or host name

|EFECEIFI-5EWEI'| |

Master server public key (optional)

Target Group (optional)

Test Connection

Finish Cancel

& o o $ $0 $ 2, #/ (7_$$O0 &4 $- 2.
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AGENT GROUP "AGENT_GROUP_1" DETAILS

*

Group: AGENT_GROUP_1
Agent Members: &* Win-Agent-1 il Remove
&* Win-Agent-2 i Remove
4 Ubuntu-Agent-1 i Remove
Add new agent v Clear
Scheduled start Repeats Target Location Status Agent
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSCh... Queued Win-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table asl./ 1B... Queued Win-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSState Running Win-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema Marketing Table / Queued Win-Agent-2
3 Jun 2019 11:56AM MSsQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSCo... Running Win-Agent-2
03 Jun 2019 11:56AM MSSsQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSMa... Queued Win-Agent-2
03 Jun 2019 11:56AM MSsQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSAudit Running Ubuntu-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table Versions Queued Ubuntu-Agent-1

03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSCh... Queued Ubuntu-Agent-1



I %, % $ Boox o+ 8 # |* U8 %

2 4 %4/ s $C, /7T $%2 % I
$. $. I %

I # $. / # $2 * $ [t 8]
D2# E #/( * . L o) # %S T - # #I
D2# E % LS - %23 ] #3066 )

D2# E %% -8 . x 3 #M 2



*H# $ #/ / 0% * V# . 2#/ 6
o« ?2# ) .

« 2 $# 7

o +

e 1 /(.

e« 12.%3 % %

. B * : * - Jel Oy % 2
# % . 7.8 ) $(

AGENT ADMIN
Filter by... Agent Name Version Connection 5... © Proxy © Status © Verify All
YRRy g Vs Q #r WINDOWST 2030 @  Ready @ 8iock
J UBUNTUf1 2.0.30 v Ready @ Block
= * WINDOWS2 2021 | Ready @ Block
4 UBUNTUZ2 2031 l#l Ready @ Block
Show all g‘ UBUNTU3 2031 # Ready @ Block
;1 DEBIAN1 2.030 E Unverified © Verify
| O Reset Filter= | 2r WINDOWS3 2.0.31 @  Ready @ Block
$ o+ # % . 70 - * % %3 & "2 %
7. . 32 $ #3 | # 3
R
- 9 - * % . $ &% =7 *.
2% # 2% # o % (/2% %# 2
7 '$ 2
| # 4 * . # I % o $ $0 K3 4%&
, %%$ # %H 2 T %
&$ =7 * I %3 ) * . / &S #7 |/
)* % $. * / 7 # % % )
$# $- # s $ /) &$%=T % |3
$2%# /
, o (6?2 $# # % % / / $.
) ( 6 B % [ [ # y#x x|
, o 0 $# # %
c F& 61 [(% $ -/ --, #] # . )#x x
$0 $




?8H# T 4 *# | ,-37,1 22 7 * ) # | .# 6
o« + . D 7 $ * 3 E
« ? $# 7
e 1 J( D $0 $# # % #ox $E
, - 2
? $H#H TH % $ &$ =7 . #E* W . 70 $# # %
-7 $. % % $ 2 $ *0%$$ %
$ # 0 $# # %372 $ S/ --, #I # ) *
% * $ $0 %
1 (/ '
* % 2 .31 #/((/ A 0 $# 7 . 3
(/ &&
4 * (/" )# % )3 /6
& & & " 5 $' 6' )
/ &$ =7 .
# ($& s K ' 2 % 16 #. *
: * $. )*HI* % % ' /2 $ %
$ - * #
Verify Agent
Verifying agent on host:
DEBIAN1
W Allow agentless scans to be proxied through this agent
# Create atarget defaulting to group | Default Group ~
No
4
B $ # $ % I - #/ # #/
- % 7 )* I # -2 %
# 14 0O $# 7 *
! 2
5,1 % # O# # . $#
# . % $-0 * $. = - -
5 % & . % . L9 L # # % $. t L9

1



$8 $ 7 % * ) #

$ - ) $(

2 4 # % * )
/- # I # (
*$" $0 %

/%% %S H#)*H#[*

# .)# * & "$0 $

% . L9 L
L9 L

L9 L$-# 0#

6

o $ - $
0" ) x
% $ - *

%# | | * *
$ 2/ #0 %

$ , # %

% 2 .3 *
$ -1/ | # .
I( %3 # 4& %%$
$ -/ --, #/

2

$-3% # 3$- #



% 0 $ #
) $09% #

2 2

2.3 % 3 $ 8# ! % $# $,/ #
2 $-

. % $ C,#$ 2.8 % o# ,$ # 2%
* # % % % $ 0 $ # 1 -2 # $)# *

* $ $0 %

5 % & ? $ # O = % ) $( B *$0 $
$, # .0 $ # % 0

12.$ % 7 .,$ * 1 $$ 2 %# . 0 $*# )V #

% ) % 6 *  [,$ [ # 2 /## % )* 2/$ $-#
>, % # $ - %# # | # )# I$- #h #7
=#
x4 #o#l # )#* A& # WB)
* * L% %# 2 7/ $$ - L #22)T# .
I # # # Y# o+ 1$T2 #  #* 2B C .8
#o* ] - $ C,#$"4& ., #- & I( .
2% %
% ) % 6 * % 22 %8, (
2 8 # #-2860 * 2% $- /| $3 - %#H #
#o#l # % I/ $ I #
$ €7 3 # (&S # 1 #.,8 % )# I, - 7
, 3 3 % #( /$ D$ # (I 0O#E ¥
##0 % %# /0% % /$ 7,3 S$.## |#
"22# . $-% # $- #
$ 4 .3 )# *"#IS 4 $- # RE W p| 7
D"4&E 0% . = # #0 %  YHH O $F | 2
$/ #73 3 % 2% | /$# #0 %
7.,% $. # # = # #1 # # *$ 483
# 8- #
$ #.7 0# )3 7 % - . ] # % )
2 $-# # $ # % | #_ )#* x| # =
n _ o ,$
$ 6! $ / ) /&9 % C.#% # % )
# % ) )# * % $, #- | -2
% ) % 6 %% % * /2 ##7 %# 2| .# %#) | )*
[ # . "#]$ > % $.
56 4 /' $ # | $# 3 - (#.%- %% # /|, %
2% $-% /1, 7 $& 2% % F2 -1
) S %/ % * 2 2% " o#



file:///home/pulse2/joker-light/workspace/Documentation_release_production@2/er240/Content/Analysis/MIP-Classification.html#analysis-mip-installation
file:///home/pulse2/joker-light/workspace/Documentation_release_production@2/er240/Content/Targets/Databases.html#targets-server-databases-dbms-saphana

5% * /, -2$%$ 2# 2 |# # % # O VR0 *E O )
( jo)e I # ." . +1 $. # .=
5 / #.& .$ > % $. E] # % )
/- - ] # % (7)$% D .LE |[+# ,=
) . % $23% % 7 = $%$°%
$ 6! $ / ) /14 $ 7 - | *% # % )
C,#$ # % ) . YH * % $, #- [ -2
$ 6! % / ) /+$ 2 =1, #
$ 6! $ / ) /M +1 % C.,#% # % )
# %) $ # ,= . YH X % $, #- [ -2 # ,=
$ 6 #7 | "#I% - # = 7 :$,2)# *
* ) % #-2$ 0 % =/* # $.
56 %%# . $ 2% # . * 5 & # # $. i
/ # % 2 /# I*$/ $ I* g ox LZL
2 $/ LML), % $ , # L 1 %% $C, | L
56 * $. % # 2. ),% 7 %#/2 7 -
| # # # #0 % - 1) S #H2% ## 4,
Y#H O* O * - - ) # H#Hx - +$H#H0 B
% $
56 4 [/ $ # | $# 3 /| #.A A # #H | %S
) $ % $. % / % 7 0 2/*% =
56 / # . *$ & # # $. YH %- $35.
# ), % $ , # L& - - $7 #$B $H /*| %L
56 # #0 % S A 2% 2% Y% |/
I # .1%$ # $$ &+ $- 0 $# &+3 #*
YH# Y -, #2 7% /| -2% % # %#/
56 * $. $23% %H#EY / # 1 72(7 2%#- $
#  $- # $ $/ + * *0-, $.
% 3 , 7 ) .- $ - I
56 * $. $29% ), %/ # 1 $S R B %
YH# X - P R L $%7G $.0
# 2 *
% ) % 6 * +$#0 1, # - %, *
2% % , * 1 $ &S# /#2 - # 2 B +
- x L #C, #% # #3$ $ +$#0 $1, #
I,
% ) % 6 * 2% % +$#0 1, # - %), )
$ C,#% X 0% - # # % o, soml | 1]
e % % # . +$#0 1, # $. +$#0
1, # $. [ #$ -$ # $- #




5 /
$ %
%

Al
2%
%,$# .

#. $2% # .1
#$ /1 %_ $$ 3
1= &4 $*

, * #O# 2 $

% #

= $2
* 1 =

L H O #%*S$ (=2
# O)# * 1 =

$#
$2$% -

$2

$. . )#,

S % $

& (

%
%,

$#

% :

5 4 |/

$ # | $# 3

# $. | # *

L , %L $
#$

*$ & #
I, %

$s %

$ -# #-

$& B %
% 7,1y,
[l. %t 4
$ -* * #

2%

# % )3

o
o ®

1 +

=/*

L %V)

#.1% # | %
# I E ), %
(V2 $L $3% $

$. D

- H-

. 8 &8#
$ , #

56 *
YH# X #
# 2 *

$. $ 2%
.- - % -

), % | #
[* | #

/| $$ R
$67G

%. %
$.0

5 /

L, * #
$$ 9
$ $ =

$2%#

*#

# . 1 =
I #

$2%
I$ % #
#= #-2% 0
( %, $# . , *

i $.
$ C,#%
22 $
#1 #

)’%$’
%t $H'L%L

BU 6 H2HB O
>4 # )#

56 4 |
), % $
*# o f=
Y# * 14

$ # | $# 3
# L ,.* 2
_2$ O * *

|/ -

+ F

I # .
$ -

% # .
2$ 2 $7 %

+SFP *
=/ 2 # L 3%
$, $7# . -
I .2%1% #

5 /
- % *
) $(

# . 1( 21

0 * ) $

% | #

I %

) ), % $ , # L

Y# *H#
$# .5 3%
, %L $3$ $

%0

, %
% 7
/ /

) %
“#/
%

6 +# $# ,
7% /
&$ =7

%
| *

[ # . * *

%, %

#-2%$ 0

8 /% ) #%
0% / #

% ) %
22 $

% $

6 + & 0%

=/* . + -

D
# $.

+ & E |7

#1 #

% ) %
9 % 2

6 @ % $ , *
$.

#1 #

# ) ,22

% ) %
) $ # )
*$*

7 -2

6 *

* *

14 *
0% 7

%3 )*#/* - T [,

$ $- /

*

% .$

I %

% # $# $0

$#.. |$
S .- $T# $ ¥

$
8 $.
-, #2
I #

$ 6 +# $# ,

*# $ 0 |, #
8 8. 22%
&$ =7 . /

% | # .# )

$7 -
%3 )
# .

HIHH T*H
* 0% 2 )7
# .7 J* %4

$.. $

22 $
$ - *
2

78




% ) % 65,/ )y I #.,$ - $. #% )B G L
% S I, *# 2% % 29$ I .# =
H-2 ## x| # . - 3 Y# LT, |-
Lo BT H % [ #  1,0( .#0# *#
% 1, 3 $ #0 7 I 2@ #1 1,
% ) % 6 * H# %) % . 22 #/ # 2% % )| G L
# % #/ x /% [ ,$ 0% # % #. %
x 8 # % 8 # # %) % QH#HT % (% #
L $2%# / . D= EL % L/ $2%$#

D= EL $ 2/ #0 7

56 4 #.0* 4A % . &" 2 /(. -# | #A G L
[ # , # . * K882% #=K [/ -- % L& % #,
$ |/ $2/(. $8 ==8+#= 839 % $2-L

56 |/ #. $/1 % $. | # # . #0 = G L
- -, % I # . #$ #
% ) % 6 # 7 |/ # 1 | # )# *# G M
*$ & # 82% -# % 2 T7- )#* * 2% | %
*$ & H# - %, $*$-3$3 * )I$ % #
- - [* - 7, 1 0 # 7 I
$ .8/ # *$&#  $0% 0 )r /b, #2
I$ % # $ $ C,#% %
% ) % 6 # 7 |/ # | | # 3 # |3 # G M
% $ % # $ .#0 * $ & # 22 # H

56 * L# . * :$ ,2 * $. . ) *# G M
# # 2% .% ), %/, * | 2

5 2 %/ | # 2 7T % . 4& § - G M
% % $ x % % # % O# /I, 9, % $
[, % % $  # # 1% 0 $7 C,##( TH=3
% % # # #- ., # # % %,/ % $# /1% $|/

-23$ , # .# $ % , $C,/ W
% $  #

56 8, #C, (7 )$ . $ % # [/ $ # [/ $# G M
%,$# . % . # #

56/ 22 $ % # .Y L # . |, % G M
$. ) r ox. - $ # -2 B D ) #
H- $C,H#S % S HH#EH# #H# ./ % $. |

5% 4 , )*$ . #,% /1,$ # $8 7 /) G E
/ $ #. %  #

56 4 , )* $ #1$$ 1 1 #- # %HH2 [T % # G E
#o##
% ) % 6 $$ $39$ - #O%# 2 7 % )* G E
ook g #l# %H (21 $ $




$ 1 1
& ( %:

5 4 , )*$ )* 2.3 %# . &"8 % B |, # .= G E
* $-# ), % ) $ * * * T7-$ #I O #
LG /G# # %G $8. L =#
5% 4 , )*$ I #. & .$ > % #/ | #% )3 G E
), % [, FHE - - $T 7 0+ # =
$ 6! $ / ) /41" 4  $%= # % G J
$ 6! $ / ) /_*$ & # # G J
5 4 , )*$ 2 ,# . | % * $ "$ #B * G J
$0$), %/, * " $ $0% * $11(
$ 6! $ / ) I_#_$% G
$ 61 $ / ) I_*$ & # $0 $ G
$ 6! $ / ) /9 % 2 $ C,#$ # ¥ = G
Y# X % $, #- /-2
$ 6! $ / ) x o #- )X I* %, | # . G 7
)
% ) % 6 : # $ ) 227 =#$# . % |, ,G
I* %, % |/
% ) % 6 * # . * &$ =7 . #. % % | G
$. )# . $$CHS , 8 28 )HS*
) I (7
$ 6! $ / ) 2% $. $) O0# G 8
/ | #
$ 6! $ / ) # # |, - ||#A3 G 8
4A3 # ,= % $# # =
$# G
# % )
5 4 , )* $ -2 $ $7 # $# $ I $| % A3 G 8
$ - [ 1 -2 #,=
$# G
# % )
% ) % 6 # $ /[ I(% $/* #l G G
I )* $ - %# # # -2 %
% ) % 6 # % ) so#/ # ) 8# #% #0 G G
2% /
$ 6 . I #.,$ % , # *, # #H W C G 8N\
% -# - D >+ E # % ¥ - ) # L
o $ $0 9




* # [ # ( , * Op# $ [ % - % ,9%$ * / / #.,9%
)* # . ,2 /
o $ *) , 2 % /
E . $ . % - - $7 [/ $ 0 # , 1 % 3.
V# * % ) # % / * $ PO0%3 $.
o ?2# ) % " ) [ * $&
e« ! % $ % % + 2 72 &% #$ |/
o * B O 8# 72 #
ol % $ % * ) %% . -+
o , 2. # $ , - #/ 7 =1 ,% $#. $ - [+ * %
$,
/ / # | -2 3, * 7 # 3 - %#H # % 2 $.8 . #
/,$ % . # # #.* # * - #IH0 P§ 7.,% $. #' #
* # S # 7 0 # # 284 %/ $2%# /
&$ ot # # % , - $ , ,2.% %#/. 73R / /

$ . % #1 # . _, I$#H2 # #/$ - $ #  $- #



file:///home/pulse2/joker-light/workspace/Documentation_release_production@2/er240/Content/Analysis/Analysis.html
https://go.groundlabs.com/enterprise-recon-licensing

*H | # / 0% * JE: 2#/ 6
e _0 $0#)
e« 9 ) $ /
. [* %,
o /* Op,
o |/ $ C,. |7
o # H#Hl #
o %0 | % 2 #
« &% $.
*H | # , - * 7, *0 2 .,% % H#B. / /
| # D % E O $0# )
$ / $ - = YV# .2 | # * 6
. |
o 2 . / [ # D $. E 0 $0# )
o $& 2# ) % " /
o 2 .
1 #
. H *
0#. *& 2 . T #I(#. 6
° @) 3 $
o % , # ¥ 3 3 $ $&
2 .
s New Scan
* & 2 .3 / $. / $ - = # g
% | #/6
® (. %% $. # & # 3 %% 3.
4 . % - 37,1 $ ) % [ * $.
# % #& % % / | # $ %E&EMH 3
$.
* & ! /[ 2 .3 [ +* 72 &% # # 1 ,% % #
7.,% |/ % | #9(
* $& 2 .3/ #.,% * 2% - % $ 7 ,8#I( %
5 [* %, $-9% # $- #
*# ( % ! & 33$0#) * % # * It 8d( 3
$ * *S8)Y# 3 H#I(- Y%Hr T O * ] /* %,
# .
5,% |/ / #.,% # # 0 % % 7 % $ %#$ /| 2 . *



$. DE7,*0 $ % |/ $ *, % %H BHE *

/- # % #| x x| % # 2% .%

B 4 7.8 | % $ #-- %# B3 708" % ¢
. 7 -1 I( -7 #0071 ) S 2# T % # %
2 . $0 $ 4 $- #%. %-# $-$ # $- #

* $& 2 . ) 7, | #.,$ * Y# 2B # %
7.,%$ | 6
e _|* %,
o |/ $ C, |7
. # #] #
e _ %0 |/ % 2 #
o . - H/ & . | # %)
o _#-# & &$# $# 7
o _#-# $/* *$ . .*2,
o / $ /
o 2 ,$ = +
o " |/* + #
NEW SCAN
4
Select Locations Select Data Types Set Schedule Confirm Details

Search 1 location

Schedule Label = SHAREPOINT DEC20-1114

© Scan Now or ® Schedule 2020-04-30 At 12:00pm
How Often? Just once -

Time Zone Default -

After Search? Do Nothing ® Notify

» Administrator %

+ Add Notification

» Advanced Options

Back I:I

%

%



$ $7.$ /1 , - # 7. $ % $ =
x ., , #C, 3 % )# # 2 TH&H 2# )

Schedule Label SHAREPOINT-SERVER DEC21-1200

D$ /
+ [#% )* * $ 3 $ $& L%
I* %, /| 6
/ $&
/= $ % % #- $ *
D 2 # E * / $ 2 7 2 BH# ., WS ( 4
Scan Now or ® Schedule | 2020-04-30 mAt 12:00pm
How Often? Just once -
Time Zone Default v
* /* %, # . , L9 / 37,1 % N * % N * %
* $. * K / # - % N ** $ )# / * #-
# . $ *# I* %, % |/ 7
5% & .* " $ $0$$ #% # +, #3 % $.5( #$ .
o ,- )Y# * * 2*7 #/ * $ #%# . # 3 % # $
6 2- * 0% N $ = / * % L, $ #LG"$ #£9%
$ 2- |/ # - $ $.
[ # . * L+ , %L N ) # * / I* %, , * " 83
/ #-
/& ) %
* # . ,2 / /* %, %3 N # . ( # /1, + 7 #.*
o# . #- D+ E
* $ % 7+ 3 | % %, YHRH#E *  (#22 % * | $ ¢
-0 % $, * 8 $
5% & . * $ %7 $+ 3 [ * ) [*$%, %6
) # $ 6 - # %
* % % 7 + 3 / I* %, )# *4# * $ 2 % * % )#
7 %,$# . 11,$% |/ * $ 2 % * ,$
(
# #] # $ * /| 6

/ (/



After Search? Do Mothing & Motify
+ Add Motification
#IC (
4 * ( % # . =6
o / % $ % - # 2 /# #/ , $
Whom To Notify
e sers
Select User -
w Selected Users
Administrator =
o /I % & % - # # #l # 2 1# #/
% % $
® Email Addresses
admin_2@domain.com [+ Add |
v Selected Emails
admin@domain.com *
I % $ # #l # 2 # 8 $P & $ * O %
# #l # $ )* * 0 # $#.*% W& 2 H $ 0 #
# % & # /| % # 2
#1()
# #] # & 8$/7 % # $- #
## O# 2 #I# I$ % *$ 0 U% % & |/
#.,$ = Y# . I %, 2% -)$% #
- #l & | / # % )
#H-# &l &$# $# 7
#'# $/* *$ l-*21
/ $ /
2 . $ = +
"+ #
% $
/ 2, %,%# . * |/* %, % 2 $# % 6
$ %6 $ * $ #- D 6 -8 6 2-E
6 $ * % #- D 6 - 8 6 2-E
$ /| 46 / * 0 7D E )*#/** / # 2
% 7 $ /| %3 * , - #l & /)##%,) * [* Op,
/ 0 $7 % 7 ) * o #- $BH U % H# %
% & . /2 I* %, $ 0 $7 % 9%BH Po $ - 6

#

9

v



Automatic Pause Scan Window

5 Pause From | 8:00am To | 12:00pm
Pause on which days?
s v TR T s
% N # 3 # )# 22 7 * , - #HH&6,) 4 %
# 3 % N -, ) # 22 % ,1% $( 43 # .0 , 0 $
R S $ * /I _ $C,. /7 0 $-9% # - #
% = /
* &! 2%# $# 7 $ * % . , %
&$ =7 . # ., %3 &! 2%# $H/BT)HS =7 . * &% =7
%, # I (2 K $ ,$/ 2% # )
% $" $
* % YX#I* ] * $. 6
. % ! $' % 6 / * - =H-,- %# (4G 3
* O # . H ) # $ % % $ -* * $.#-# # 7 %
. % % /' $ ' & & / * - =H-,- - --$7 *
/ # . H / , * $. * * % - $7 , . #-# #
"1
4 4 7, /-, $ L" - $7 #-# $ /[/*/BL $$ $3=#-,-
- - - %7 * . /o, $ * /I *$

Limit Search Throughput

Set the maximum data throughput the applicafion can use when searching each farget.

Limit Data Throughput Rate

megabytes per second

Set memory usage limit

megabytes




B . -7 (.2 $. -, %H# ( 2/ 3 % 2 !
o % [ -2 =# 7 * 3 % J7 #-2% $- |/
* 4 '$ 7Y %, #
# $ # 5 |

/ 1 ,% | =, % )* %#[2 TH .* [* 4 27 $
- %# #
., (. =, % # % . % $ %% - $* * 27,
% $-# # * % - /*# 0 #%

! &
$ /* | I* %, 3 /S #$- # $% $
S0 # # S I %  # .3 % % - %
T L7 S & # . # ) $( # - | $# 3 *$ #-
-7 , HI# [*# $- # I$2 ,$ % 7 2% $-L" (# .
$ - %H# # S I* O YHE K#H HO* B O$HA 3 )# 2% | %
Y# * * L" (# .L$ - %# # 2%/
$ - G 757, /I $ 0$ * C, #7 - # /"2 % $
[* 1 Y#E* x 1 & # H TS L #H . %S - %# #

& % o *H $ # -%$ 0 2% % - $/F %
& ( & $. C, #7 #
& o« *H# # .12 .,% / =, % % % -
D$ I ((& $ /* - [ | # 3 )*#[* % -
#  $- #  0O#) # I* 4 21 $)# %
o« *H# # .# $/ -- % % $ #$ 8 #- |/
7 -)*$ -2 8 % 0# ) - =% ]
% # )# *# 0 $7 2 # | #.,#% %% #
# HH#HE #O0 H. OH# $ % /#%HSH Az
$ - %# # $ .7
* & D$ I o *# # * 9% # .88t $ # - $
( (& % - % # #H#EH#HE T2, %28 w2
& (& # - % $ % | % # $. C, #7
.« *# # . # I $ % T2#1* $/ ,%#
3 -l 2% | # $ =2/ %



% 5 % & o *# [ 2 .$ - =#- % # 2 $ H#BD 7 S)\#/*
& (& * S %/ #-# 3% , # . # 0 $7 # -
% && % # # , C, # # - *)#H )| #
$%" ( (& 0 $7 *#.* - [* |, $ 2%
e 4 xS S/ H#H-# # *# $ $* | %
/ %3 * I* %, # $-# L N# ¢ *
22 %L ,
o« *# # . # - 22% 2%# )* -l *#
=2/ % # - - $ | #
L] I % 5 % & & ( &
% && $%" (& 37,1
- =H#-# L R $ % $ |[/*
1 , 7 2% $-L" (# .L$- % #
| #
® (. .3%% * /| % ! &2 # 3 * [I,$17 L
/I, $2%$ % 7 $2%# I Y# | % #-2
*$ S - %E # 2 # #/ ,%# .+ 73 &, # % /$7
#)# /| # | # % #. %
* 2
5,/ 2% $. $) % | XI# #I # [ )*
% % # ) $.
D$ %
l( ,$ *6
o« * $ $0$# $, #G 8% 0 129
« * 0 $ # * % $ &$ =7 “#. %% #G 8% 0
$ % # ) # $ .2% L 9B #
« * . ¥ % * % $ &% =7 .% #. %,  $ %, ¢
% I | % * ) $(
$ )/
4 & 3/ #I( * $$) = * $. - % D2 %
0 # | # $ * $.
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O » i All local process memory on target DEBIAN-SERVER  Edit
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+ Add New Location
O v 4 Aldataon target DEBIAN1
O » &= Alllocal files on target DEBIANT  Edit
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Schedule Details

Schedule

Schedule Label
When

How Often
After Search

Priority
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Throughput

Memory Limit

Data Types

Weekly Night

Fri Jul 28, 10:00PM
Every 7 days

Do nothing

oW
Lnlimited
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All local files
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All Groups ~ | All Targets - | All Types ~ ‘ s New Scan H % Target Group Report
Targets Comments Searched Matches
v LINUX 2 weeks ago 37,466 Matches
v A MY-UBUNTU-MACHINE 2 weeks ago 37,466 Matches
= All local files 2 weeks ago 37,466 Matches ¢ v
- @ View in Dashboard
i All local process memory Never ® Not searched
88 New Scan
» WINDOWS 2 weeks ago 6,033,662 Matches & 5 View Scan History
» WEBSITES 2 weeks ago (incompl ‘& 894,567 Matches & 9 W Delete Location
» CLOUD 2 weeks ago 102 Matches
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SCAN HISTORY - 05ABB2D84309
Recent Searches < Download Scan History
source Start Date Duration  Scanned Madeh Seannad Test Prohibited Matches Inaccessible Status
Locations Locations Bytes
File path /root/test/10-MB- 06-Jul-2018 23 2 1 33.56 MB 0 0 37,857 0 © Completed
Test.xlsx 06:34 seconds
File path /root/testpro-293-  06-Jul-2018- 4 65 1 142 34 MB 20 0 270 960 © Completed

test-data 08:31 seconds
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Recent Searches s Download Scan History

Scanned Match Scanned

Source Start Date Duration Test Prohibited Matches Inaccessible  Status
Locations Locations Bytes
File path froot/test/10-MB- 06-Jul-2018 23 2 1 33.56 MB 0 0 37,857 0 @ Completed
Test xlsx 06:34 seconds
File path /roottest/pro-293- 06-Jul-2018- 4 65 1 142.34 MB 20 0 270 960 Completed
test-data 08:31 seconds
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Matches Last 1 year -
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Thursday, Dec 31, 2020
i All Locations: 64,533 total matches
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Summary

65,472 matches in 5 targets
© 3,346 matches with prohibited data
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Groups

Compliant

| Non-compliant

Targets

Compliant

Not Scanned

| Non-compliant

DEFAULT GROUP 65,472 MY-WINDOWS-MACHINE 65,391
CLOUD 0 ENGINEERING-SERVER 77
IT-SERVER 4
WWW.EXAMPLE.COM 0
ORGANIZATION.CNMICROSOFT.COM 0
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File Formats

7 Microsoft Office Document 20,103
£ Microsoft SQL Server Database 18,577
# HTML/XML Document 7,142
ZIP Archive 3,390
Adobe Portable Document 845
#| UTF16 Encoded Text 111
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Risk Over Time [ Show Prioritized
All Locations High - Medium - Low - Unmapped Last 1 month =

Manday, Aug 2, 00.15
All Locations: 194 locations
All High: 95 locations
ot All Medium: 27 locations w4

All Low: 120 locations
Unmapped: 14 locations
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Target Name Target Group Locations
MY-WINDOWS-SERVER DESKTOPS 77
ENGINEERING-SERVER  DEFAULT GROUP 25
IT-SERVER DEFAULT GROUP 1
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Risk Breakdown
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Medium 22
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Unmapped 30
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TARGET DETAIL - MY-WINDOWS-MACHINE

© Stop Remediation

Q Target Report

Filter “w Ciear All || [ Location Owner Types Status
[O» Advanced Filter N = File path D-\PII-Dala-FolderPHI Folder\Drivers-License.ixt MY-WINDOWS-MACH... @ 2 Malches &
O» Cardholder Data @sss0;
O National ID pooos O » & File paih D:\PIl-Data-Folder\User2020 Dala Breach Report. pdf MY-WINDOWS-MACH... @ 1 Malch
(rootz)
D> Personal Details «ssn |0 & File path D:\PIl-Data-FolderiUsericsyv-pil.csv MY-WINDOWS-MACH... “ 3,842 Matches
O » E File paih D:\PIl-Data-Folder\Userixmi-data xm MY-WINDOWS-MACH... @ 3,839 Malches

® 3,842 Matches

» Cardnolder Data (223)
» National ID (515}

» Personal Detalls (262)
A +2842 more

D:\PII-Data-Folder\Usericsv-pil (1).csv
American Express 44

Diners Club:7

Email addresses® 1,000

File Created  May, 08 2020 10:52
File Modified May, 08 2020 10:52

Plain text
EBCDIC
Hexadecimal

¥ View all info
ssn,first_name,last_name,email,gender,ip_address,cc
M. Lesley,Betun, |l - ,Female,l.86.50.221, SN
.Cam,Northin, B, Female, 122.12.52.14, = S
i b L : 2 2z

@ Inaccessible Locations

/1 &2 . T #I(# .

& Scan History H & Remediated Logs

Enterprize Recen™ pewerad by Greund Labs | EULA
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