


*)y 00 1 /%

& #
2 ') 3-* 4 *3% 0
305, - 46 6 /33 * # x5 41 %
"7 7
(8 9
&& 1 " 7
1
6 7 |
& : 117
"& L B# $1 & %
& : 1 ##
# o# 7

19 4 ( *
7 " &  #H 1 &
ST
#)
"& : " $1 & #&%
# o# 7
) 5 </,*5
= 0+/3 (& * *>* 4 9 *4 -
19 4 ( #& *
7 " & . H&H#H 27
ST
& 7 7 " & :
( O+ & * *> * ; * ,
* @ 3 4 * ( & * *> *
34
# : & "
" 16# 1 &
"& L B# "H# 6
# # 7
7 ' & "
7 " & "
"& L B# &
# o# 7
7 ' & "
7 # " 2 #
7 " & "
"& L B# &' #"
# o# 7

#&



#

&,

7

*0(, 0 /*
& 5 *)

,515

/33 *

41,

) 5
4 3 *

+

30

</,* 5
- )

5

>>>»>>>

>r>>»>2>>>2>>>2>>>>>>>>>>>P>D
> > >



> > > >

> > > >

&,0* ', 4 9 3 *
, /IC 3 * |, - )
50 3 * , - )
1 # & 1
7 D &
& X 7 D &
! 7 7 D &
# 7 7 D &
- 0
9*+ *
' , 4 /4 *>,0
5,
!
HH# 1 1 &
= =
&
5, 1, 1 *5
5, # *5
# 1 & 1 &#
1 1 &
Co. v
# .& !
11 ,?’
-1 o/*, )1 [/*
& * *>*x 4 - &
1 & #
0o ,>
34 45, , * * 00 /
7
;! 7
# B ;
= " #
#
o #1
</,* 5
34 (& * *>x
11 #1
1* & * *>* " $*5 #&%
1 * & * *>* 33, 0 $*5 %
C7
7 = ?#
& ' = 2?2 #
= 0+/3 /
! = 0+/3
& = ? #
& |/ = 0+/3 55 4
7T = ? #



* 4

* 4

* 4

* 4

*

# 0+ -

# 0+ -

# 0+ -

1,

1,

1,



17 " 17
*0 ,> & 4
& / & 4
#& &
" M7
" L7
#7 ! " 7
! 7
H# I # 7 &
&,0* ‘49 3%
" M7
c*, ) (0+ /5 * 4
17 " 17
" L7
" L7
', 4 9 6 , 4 -
', 4 9 6 , 4 -
#7 ! " 7
7 #
7 7 #
& 7 7 7 #
1&
4
1. 7
g ) i
! 7
= ? 7
#7 ! 7
#7 |
7
"o
0( 4/
0 1* </ 0)
F) - ( >, - ,5
, 0
4> 04 3 ,
/| 5 ,0 #/ o,
5, # #*, *,)
, 5, *O( (* /-(3/
0 *0 -
3 /* c !
& Oo(!
#*, *0 E
=/ +109 4
= 7
</,* 5
#* * _
& 7

4

9

> > >



$#

%

#

#

>r>>2>2>>>>>>>>>>>>DP



& | =

4 C * #*,5 *) ?)

*) * * _

> > >



3 * *

*

>>> >

> > >



C 53
& ! 7 & "
1 & #
R 1 &
D &
HH# 1 #
& #H & # 7
17 7! 1
7 x , !
7 x , o* 2
3&# * 4
34 & # * 4
= 1 ‘
;o 1
HHE . & ; 1
& # & # ?2 7 #7 |
& 7 &
D &
= | & 7 &
= & 7 &
C 53
v 9 00 # *5, !
& 7 ! !
& - 1, 9 =
& - # *5,
00 * 0,
? 7 1= 7
? 7 1= 7
C 53
D &
& 7 7 ?# 1
* .o+ H*
& 4,) o+ #*
| , + #*
#r,kLF o+ #r
? 7 ! = 7
!, ,.#
& Oo( / /
: *1 ,
! )
-,0 4 7* /3, - 3 *
-,0 3 * *
7* /13, - 3 * *
! )3 * *, C b3
C 53
C 53
& |
? 7 1= 7

7 1, 11
#'0?
.

l"&#
)
" & #

*

&#

>r>>>>>>>>>>>>>P
> >



.
* _
s .
1 &' 2
= # 7
%o
7T #T
# &
1 7
0 /
& 0¢ /
& 7 !
N 7
7 4
» c. . - * _
4 1. 0> * 4 * _
44 ’4 * _
I 7 o
7 ! “ &
Co9
## 1 # ! Y
&, 0% 498
i3 o) s
50 3*,') 5
;
7
co/4 (46
# & &
## !
"5 7
"5 7
;
L . "
</,* 5
44 * _
.49 *- "4
54, .-, 409
1 o s1%
</,* 5
44 * _
& : "
</,* 5
/33 * 4 3~
&’0* ‘l
. /c 3+
50 3*
44 * _
"l #
</,* 5
, IC
7 % 9 % x

> > >



&
!
=& !'=
& *5,C
*) 5
* 1=
0* D
- 1=
D
0 !
- D
#II
H #
4
*
| =
!
71 =
& n
&
1 #
&
I &
7
I &

(*#,

* _ *>

> > > >

>>>>>> >



7 k0%, ) x4,
3 5F *-
& J 7 # "
,
-
&
J ?
# J 7
J 7 7 # "
#
0, -
</,* 5
3 =C *3*, * 0 ,
4, =C *3*, - #
> *> 9
0, -
</,* 5
,-/* = C 00/
* / 5 33
| ( *,F 5 33
3 4 0 =C 0 *-
4, =C 0 * # (
=C 54, |,
* 00/ , &I ,3 7* /3
.0 /53 ,
0 /
H#H# 1 #= = 17
-
D &
# 1 #= 7
| | #= 7 "
" | #= !
"7
"7
0, -
</,* 5
-1* &,0% A 00 /
7 * , | 4 '?)
7 * : ox ?)
7* # 00
3 4 0 co( - ) *-
4, CO( - : - # |
/33 * 4 &, C )3 41 47
co( - , 54, |,
&, C, &l ,3 7*1/3
.0 /153 ,
0 /
"7 $ ' %
7?2 #

> > >



#* E O

0

/

00

*>,O

/

00

1 2)

?)

0*

00

7*

/53

1 2)

?)

0*

00

7*

#H#

/53



1 2)

?)

0*

00

7*

#H#

7 #

I
(e
N
s
+
<
o
o
x
~ o3 *
N~
I~
Dl

CO /4

*0

*

0(5

1,

n

#H#

16

0*

446,

*

# *5,

7*

<
CACCCCCECECECECELCEC LKL

o
o
x
<
o
) <
H —
o
I~ M~ 3t o H
< T #®
: N~
I R
o CCOI__ H*
3
+ ~ T N3
& 3 3%
# : 44C
B ~ o 3
u|.7 |*+,y#7__
- (a&-#
A _ - -



# " # = ? . "
16 16 ## # 1 &
16 16 ## # 1 &
46 6 /33 * # *5 = (>, *

53 * x - (0, 1,*0 *)&

"61 " $ 1 %

> > >



16 7
THT ? .

!
$ #H& #

? 7

%

* >

>r>>»2>2>>2>2>>2>2>>r>r2>>r>r2r>r>r>rr>>r>rr>>r>rr>P>r>>P>Pr>>Pr>P>rr>P>rr>r>r>rr>>>>P>

> > >



19 4 ( #/ ,0?)1*5 (
19 4 ( #/ ,0?) (*/-( "
Co1. " THT # =2
& # "OTHT # =2
=1 T#7 7
+,3 7T#7 - I* ( 0+
7= 2 #
#
"= 2 %1
* * +0
* * *4

‘6! 7?6 # $!1'7 1 1% & !

>r>>»>2>>>2>>>>>>



1% </,0+> 9 ( 0( - .0 3% 0 * @/55 *)
- -
2
’-( 1-(
o _* 0 , IC 4 4 " *3*, e S #HE
o *) 00
53 *
o _* 0 2 ') 3-* 4 *3*, 0
o 30 5, - 46 6 /33 * # *5 4 1 [*
*3*' O ( - -
o '(_ 8 9:
|
0 x3% 0 x . 3/*033* ,-) 5 4
#& 9 * 3 0+ - /34 L 9 /[* /- 41& * * |, 0 /4 4,
*
1/ /* *3*, 0o = @ * o, *5 >@ 9, 3* >,4 4
3,
3, 2
33, 0 * , - 3 *0 3,*C, - ) 5% %
#& 9 * 3 0+ - y 4 **/ *1>' ( 4 "
*3*, , IC $ " % H $ %
( 3 o0,, 5 (* * - 3¢ ,9 ) 5 @ 6
0 53 , #& 9 * 30+ - 9, > 5 4 ( c =
x3% 0 (, 9, /33 % 4/ * 0( 46 6 . . K/
$%& $ C Y % %)
@ ( 0/** [ * \B* 33, 0@ 9, * 0( 4
K/ oo - (9 g ( 1ro., 0 I
3 * : 0/* 4 /33 * 4 >, 5, @*5,+, 0, 49, (
/| 4 4 ) 5
( /3-*4 5 - k3% 0 953 D*) , 4] *)6 4 *4
3+« ,. ) 5@ /* -053 ,,.,% €33 ,5F ,
(, * L * 4/0 *5 /33 *4 3 Y& x3% 0


https://www.redhat.com/en/topics/linux/centos-linux-eol

) / ( > Ci T ’ |( 0*3& * *> *@ ) / 9,
0* 0+/3 ) /* & * >4 * x 0 -[F
5,-* 535, Q (9 3% 5-)0 ./ *0,>, -

/133 * * 9 [ * 4 3* 4/0 /34

(3 ENTERPRISE RECON 2.9.0 (S ENTERPRISE RECON 2.9.1

= Backup and Migrate
%> CentOS 7 Master Server

ORACLE’

f—> LINUX 8
P Datastore
P> Datast
coanfig:rr:tion
file
P Hostname m
& IP address
P Network RedHat
settings Enterprise
Linux
8B/880TS)
MASTER SERVER
A /133 * )Y [ (*/-(1 ) [I* % E0* ) ) | (> ) </ *
*0 0* @ 3 0 0 | *
9 (& * *>* 33 . 0 % *50 (
& > " $ * 5 #&% x4
*
( *) 00 - 9 7* 1/ 4 0o* /™ I, ,) 4
3* *5 0 4 0+ * [* , 5 4)->%
Yl 9/ 4 + * < 00 %) 00 I* @ 3 -
10( 9, ( X* /[ 4 /33 * 5« ., 0
L& -+
« 30( ",> 6 , > 4 4, 03>0(0 ",> $ 4 /4 *
',> % 4 *
|
# $'& )
4 @ *- *5 4058 (& * *> % (>
/134 4, *3*, 0 (* ¢ &0 * *>*  [34 4 *
*3*, 0 $ 4 9% 4 @ *( , 0+9 *4


mailto:support@groundlabs.com

0 53 , 4 4 9 -* 4, - FRoOK > /33 * 4
# 0 0 7A*/ 4 /33 * 5« 0 9, (/3-*4, - (
& * *>*
B # GRS R 0 , ) 0 53 9, 9, 4( 4 6
, 9,4 ,0 ,-54 # 0* /| 0 0o, -* ., 0 9,
(* ,0 5 4
/) OIIO+ ’l 11} /I _l+
( 9, -3 *5 4H* /* 94 * /BB * 4 *5 >4,
/ </ * *3*, 0O 2
« , /C 4 -
B # 0 ,/ 0 ,- ,IC *>* *. @,  IC 4
- ’ 4
0&,0* ’49 xS ok * _
[o] ,49 *>* 65
e 50 * 4+ , *
o 50 & E >
e 5 * - 6 CO( - '5
o CO( - *> %
o | * 6 &.0* D
o &,0* D
1 1
( ( - -, 0 53 , ( 0(C -
$%' 2 34
e 44 42
o *3*, 0 33, 0 , 9 */ ,*0 , /IC 6
4 3* ,- ) 5% % (, * 4/0 , *,0, /33 *
* & * *> * 4 3 )5 , 4 $>, 4 #&% *3*,
,/IC $ " % H $ % *> %
[*, -9 * 4 > % - O( /*-Q/ *5 * . 0 * > |
7% | 4 Y [ x4 %4 *)  *3* 0 9, (
* (0 5, - /* @ 3 5, ) /*3* &40 M-* | 4 05



mailto:support@groundlabs.com
https://go.groundlabs.com/enterprise-recon-licensing
mailto:product@groundlabs.com

N 1
(, 0, 3 >4  [55%) 0 ‘
5
2
e 1 /*
R S
*3*, 0 /-, - * 0 c/
& * *>* 33,6 4 3* - 5 43
)
*3%, 0 /133 * 4 , 6
& k> ox 48 | $>, #& 9 * + - %
43)5“ k> kK[ |
*37*, , /IC $ " %
H $ % 3 *
) 5




$0 1

( (96 -/,4

*

, 4 4 -1,4 30 ((* 13 , - 13
[, - > * | /* 4H * [ 0 , oy () /15 ( ) I (>
,0 /[ 4 * 4, - + )0 03 ,
l V4
-1
. ( *3* 0 & * *> *3 0 3% * 5 %
. ( *3* 0 & * *> * $*5 #&%
o * 3 x 0 ] & 0,
o (& * *> * 33, 0 &D*6: ")
o (& * *> * 33 0 */ ==XC,
o (& * *> * 33 0 & 9** > 3(

4H



2 #1* | 4 4 -/ * /33 * * 4 64 ,
( *3*, 0 & k> ) 4*>5 ( */0 3* >,4 4
(, 5/ @ 4H* )54, ,0 , 54 * ¢t>& ( 5),530
/ 0, ) *3*, 0 , 0 ,A46* 44 *4 , @ , 0/
$ / 5, 4 %2

« 44, ) (,*4 3 *) 9* ¢ - 9 %6%®@ ,** @

30+ - @ 4H *

. 5 > ) 9 * @ , *, @ 4H,*03D4 -) 4 |/ ,

*3*, 0 33, O
# * x7* [ 4 0(C.0 /33 * *>*05 * | *5
(, 0(3 *4 0%, (9 3 * *5 4 *4 | ( & k>
9* 33, 0 [/, - ( , *
« & k> * 9* 33, O
o #* 3 * -

o ) 5 </.,*5

o = 0+/3 ( & * *> % 4 9 *+ y o

o 1 9 4 ( #& *

. - (& * *>* 33, 0 *5
° 0 L > -
e 34
(& o $*5 8% , ( & *
*> % 4 " *3*, , IC $ " % *>
! 7 - $

*3*, 0 , 3* >,4 4 399 3 */ ( *0 ,
3* ,- ) 5 .1/ 4 (> , * (-3 5 3= ) 9(
, , - ( & * *>*

4@ / ( 0* $,% * 5., %! =54, $/,
14 * &4, '* *%@ 4 / , ¥ *% *&4,* 0 ) * 65
>, */ 5 0¢(,

*3* 0 L2 & ®(G, */0 , , , -
>, %/ 5 0¢(,
1
(, 0, c3 , ( >*, 1 3**</,30 4 0 4 * * *
« . :
& [ 8+ |/


https://www.groundlabs.com/technical-support-services

/o ( & * *>* 33, 0 x> % 9.9( -(
5, ,5/5 * </,* 5 2
# 6, $C N % #
x0(, 0 /*
&5 *) 4 ) 5 </.*5 6 & * *>*6 &5 *) A
4, + 30 3 0 *5 * *5
9 (+ % 1" ' 3 )
)/(> Ci y Ty 12
* 0+/3 ( O/** & * *>* 3) ( 0+/% * 4
0 , 3* *5 ( 0/* & * *=*(00 , )
9& * *>*(
3) ( 4 * 0 ,-/* H>*H , H*H4 “oq* 4
0, 3* *5 ( 0/** & * *=*( 00 , )
9& * *>*(
! (i 3 >’4(>’- *0 5-/*- 94( 9 & *
*> * 3/ ,0 +)
+ 49 ( ( 5@ # 44* O 9/*+, ;-
0/** & * *>*
! (i 3 >,4(>’- *O i-/*- 43’ 9
44* * ( & * *>*
3,I % Iss
( ’ *’ 15- ( 7( & * *> % 33
9, ( *0 ,/C 6 4 3* ,- )I*55 09,
49 4 (& *x x> *2
-, I* ] 4 *>.,0 # *
15 (J @ 0* 49 ( 0 K
I(l) O y Oi 4 + *>*i
,0+3 , 4 9 4 *3*, 0 *6 C C6 * 0
C , %
4 5 - 54, /0( = ,0+ * ;1@ 4
, (& * *>%*4,%0 ) > 645
1 ! 7
S
i ] “#(, -/1,4 3* >,4 - * , 0, , -*( & x>
* 65 x> % (. *0. 5) ME/ 4 5 0()/*
30,.,0 (%49 * 0 ,-/* ,

Ll

(

(

/

*


https://services.groundlabs.com/login

3

*  xg 4 *4 , &( * *>* 33, 0 2
) /I*5 0(, @ 4 (, , 5 4,
$ 3, % */ 55 * @+;, ) 4 3*
0 < <4 3*
( r* 0* @ O - ( 9, - , -
0 ,*5 0( , -
-y ]
?) *4 0 ( +) *4 ) $ % /
-/ - /33 * 0 ( -l -3 % ,
9 *+ B ’_/* )/* 9 *4 , * 0 0 ’) 00
S , * 0 * /5 ,0 )4 0 4 4, |4
3 « . , 9, 4 9
( - - / o,> 9 *+
, * 0 4 0 ,04H)+ 5 /[ )0 ,-/* |(
9 *+ | * 0 , -
i ] "# 10 * 60 -1 * ( & * *> AP
9 ~k+’ * 0 * ( ’ ’
( ( 5 *) /* & * x> 0+ 4 0,
, &
,5 B! ( 4 @ ,5 * 5 4 5 R x| (
*> *
<'|,# -, 2 , @ , - 3 *
A S )# 0 o( 4/ * 4 ( & *
* > ok ) 5 ,5 )/*& * *>s 0§
4 5 0( () 5 ,5 - ( @ )
0 9, */ o( 4/ 4 *( ) !, 9
- y ( - 451 3 - @ 9 * sy T
4, 3 ) 4 , ( ) 5 ,5 - ( 4
5 0( ( & * *> x) 5 ,5
{ = ( 9%+ 5
b, + /3 0*)3 ( 4, + ( ( & k> & |
(, ? % ' , *</[,* 4 4 0*)3 (
> *) 5 )/ * I3 ( & * *> *
A S Y#? 3 ) /* 3 3(* , o/* 3 ||0
) 10 (& * x> *9 (4, |7*
0 ( 3)/ *0 >*) [* 3 3(*
A S V# ) €, , - 3 * | - ) 5 * 14
41 + ( ( & * *> *’ ) 4 9’
> *9*’
0 )/(> ”(4 O 1-/*’ - ( *& *@ @,X)-i- 1
() 5°* 0 53 (,, @ * ) [x 2 3 3(*



* *>*O

o
o
R o

. ( * k> k (Q % 9, ( ( 4 [/ 3 ( -
& 9
I ( 9, - 0 55 42
)/5 /34
Bt #( )I5 /34 0 55 4 0( 0+ * 4 4,3 ) >,
/34 * 4 (/1 4*), - 3* ,- ) 5
) , >, /134
$ 3, % * * 5 0+/3
4 # /I3 ( & L 9, ( ( # 444*9 *+
O ’-/* y y T ( 3* >,/ &.* &3 >*?4(>, -
*0 -/ 4 - 3, 49 # 4 ( & A >
= 0+/3 (& X k> % 4 9 *+ *5* *§5 |
$ 3, % * (4 *0 ,-/*0 3,4 *5 ( 3* >,/
& * *>*

H OH,, 4H * 65 * 3

Q 5 4 0+/3 ( *,-, 4 L

5> H> *H , H * H4 * 0 - H>*WB ; H*H4 *
Q 3) ( 4 * 0 ,-l* ,  , >,% (& 3** x>
Q *5 ( RS (*4N 0 , OR ( " x> ¥
03 S/ *M /*0 N( O2S (* 4N 0 , ®H4 *
H> *H , H * H4 * 0 -

Q7,> 9 * (,3 ( 0 -/,

0(9 *0 2* H>*H,H*H4 * 0 -

Q ( - ( 37*5, , * (4 * Q57

0(5 4 6C H> *H , H * H4 * 0 -

Q * ( * 65 * *> 0

H OH,, 4H * 65 * =

Q o0 ( * * 3* ., ( >+, /@0 /| @

Q 4 ( *-, 4 * 0 -l

*5 H> *H , H * H4 * 0 - %,

L 3 >, 4 (>, - *0 ,-/*- 94 ( 9

& * *> * 3/ 0 + ¥ 0+/3 (& & e 4 9 *+
*5*’ *5’




> *>

34

/3-* 4

95 *

*5



B #r1* | 4 4 -/ * /33 * * 4 64 , ,
( *3*, 0 & * *>* ) 4*5 ( , */0, 3* >4 4
(, 5/ @ 4H* )54, .0 , 54 * ¢>& ( 5),530
/ 0, ) *3*, 0 , O ,46* 44 *4 | , @ , 0/
$ / , 5, 4 % 2
© 44’ y ) (1*43*) 9* $ - 91*6%1@ 1**1 @
30+- @ 4H >
. 5 > ) 9 * @ , * @ 4H, 03 D4 -) 4 / , (
*3*, 0 33, O
# * *7* | 4 0(C .0 [33 * *> x5 * | *5
(L, 0(3 *4 0%, (9 3* *5 454, (& * *> %
4 " *3*, , IC $ " % >(* [#&-, *
o H#* 3 *, -
o ) 5 </,*5
o = 0+/3 ( & * *> % 4 9 *+ y o
o 1 9 4 #& *
. L - (& * *> * #& # 0+ -
° 0 > -
° & -, - ( & * *>*
° (0+& * *>* *
° *@ 3 4 * ( & * *>*
o 34
1
AS YH I * * 3 k0%, - (3% 5 - ) x>
9(,0( ( & * *>* #& 9% 30+ - , (, .o04/4 8|/
, ,5, 4 % * *0, -/ * 00 * 4 ( y ) 5
0%)3 ,  * 0/* )
(, 0, C3 , ( >* | 3*+*</[,30 40 ,4* * =
(G :
& [ 8+ |/
-0, ( & * *>* #& 9 * 30+ - "> %9 % (
( 9, -5, ,5/5 *</,*5 2



https://www.groundlabs.com/technical-support-services

/ 8+ |/
# 6, $C N % #
*0(’ 0 V*
& 5 *) ) 5 </,*5 6 & * *>*6 &5 *h HAOQ,
4 4, + *5* , *b5
30
9" (+ % I ' 3 ( )
)/(> Ci T ,2
* 0+/3 ( O/** & > 3) ( 0+/3 * 4
o , 3 * *5 ( 0/** & * x> * ( 00 , )
9 & * *> *(
3) ( 4 * 0 -1 * H> *H , H * H4 * qQ * 4
o , 3 * *5 ( 0/** & * x> * ( 00 , )
9 & * *> *(
! (, 3 > 4 (>, - *0 , - - 94 ( 9 &
*> * 3/ ,0 +)
+ 49 ( ( 5@ # 44* O 9/*+, ;-
0/** & * *> *
! (i 3 > ,4 ( >’ - * O 7-/*- 43’ 9
44* * ( & * *> *
3 ] I- % ! 'll
49 4 (& * *>* #& *2
-, 1* 1 4 *>.,0 # *
1*5 (/ @ O* 4 9 ( O I
() o1 " (") 0, 4 +  F > x
,0+3 , . 4 9 4 ( *3*, 0 #& 3 04 * 65
*6 C6C6CCCCNCCcCcCcCcCCcCCcxwC C N *35
> ( , ( " x> % Qg ¥ & * *> * g
1 ! 4 ! =1
3 *5 ( " *>*9(* (& * *> * Qg ,
/ ( 9, - 055 4 2
« ( * /| *@ *
. /[ * 9, ( 3*,>, - /4 10 55 4
34 ( , 4 ) 530+ - 4, 3 * (" * >
4 /34
/)y A * </[,* /)y > * A *4 * */

(

(


https://services.groundlabs.com/login

4 6) */ )
) | [) > *, A, 4
*[) 66> *
(, 9, I 3/ 9, -2
*/')y A C $CcCcCCe6CCBCC * >, , €CLQCCC% TC N 6 ,
-1 (%9 */ 9, 005, -0 # 3 * @ #
3 * 4 # 3 *
$ 3, % 44 ,* 9 */ 9 ,00,5, -0 # 3 * 3 -
% * # *> 0
,* 9 6054 663 *5 66 4463 * H 03
,* 9 6054 663 *5 66 4463 * H 03
,* 9 6054 663 *5 66 4463 * H 03
,* 9 6054 663 *5 66 4463 * H 03
,* 9 6054 66* 4
9 *+ </.*5 6 & * *> * 9 *§ </,* 5 *
, *5 *3*, 0 : # 6 ( 5 * 4 ,
y T ( #
( 49 4 4 & k> #& 3 0+ -
*35 6,>( H * 65 *6 C6CB6CCCCNLCeEICCCCCC
$ 3, % * *5 0+/3
4 # /3 ( " *>*9 ( ( # 44* 9 *40 ,-/*
, - ( 3* >,/ & *ok> x> 4% (0> -/ 4
- 3, 9 # 44~ * (*& * * = 0+/3 (
& * L 4 9 * 4 ,*_5 * , *5 ,
$ 3, % * (4 *0 ,-/193,4 *5 ( 3* >,/
& * xS x


https://docs.groundlabs.com/api/Getting-Started.html#erapi-intro-enableapi

Q 3 ( * 65 * x>0

H OH, , 4H * 65 * 3
Q 5 4 0+/3 ( *,-, 4 * 0 -
5> H> *H , H * H4 * 0 - H>*® ;: H*~H4 *
Q 3) ( 4 0 L -* . >,% (& 3**  *> *
Q *5 ( RS (*4N 0 , OR ( x>k
03 S/ *M /*0 N( 02S (* 4N 0O , G®H4 *
H> *H , H * H4 * 0 -
Q 7,> 9 * (,3 ( 0 ,-/I* , ,
0(9 *0 2* H> *H , H * H4 * 0 -
Q ( - ( 3 *5, , * (4 * QT
0(5 4 6C H> *H , H * H4 x 0 -
Q * ( *65 * ~k>,0
H OH, , 4H * 65 * *
Q o0 ( ~* 3, | > * /@0 /| @
Q 4 ( *,-, 4 * 0 - *
*5 H> *H , H * H4 * 0 - * -
L] #Hoo(, 3 > 4 (>, - * 0 ,-/*- 94 (
& * %> % 3/ 0+ ¥ 0+/3 (& k> x4 9
*5*, *5’
V4 1
0 (& * ~k>*( *4@ _ ( O,>
4 -
>*>,395*’ *5’
1 1 ' V4
I ( 9, - 055 4 2
. ( * /| *@ *
e |/ * 9, (3%>, - /4 !0 55 4
% (! 7
0( 0+ ) /* & L N 4 @t *I52
*35 6< * 65 *
(, 4,3 ) ( , 4 & k> B @+>* @ [/, 4



H

H

H

*

*

OH,
3)
OH,

*

OH,

*5

Yy [/ 3/ , ( *5
**>*30+_

5 06S> * |

o6® /S 40(5 0 /* O

*6 C CCb6CCLCCCCCCCCCcCccCcCcC C N

b ' % I
)/*& * *> *@*

, 4H * 65 * *

/ 2

/* & * *>*@*/2

, 4H * 65 * 3
)/*& * *>*@

, 4H * 65  * *

34  /3-* 4

*| 2



(, 0o, O ., *[/0 ( 95 3 * 4**4 | , (
& * ks ¥ ( 9, - >,/ ,BE5,2 3

« &.0% "3 *6;

e« * 0 & x| = C

e 18&9 * > 3( %

Y/ * [, - 5F *> 0 @7 - * &50@ F/I* @ 3
0 07* | 4 0( .0 /33 *
0 * - % !

) (,463 * ) 9 * > .9 | ¢, 3* >4 4R , RO,
9 ** ) ) +, 4@ , (* C3* 44* |BE , 49 * | /| 4
) /* 9 *, +

( / ( (,*463 *) 9 * .+ , (49 Y /I* 9 4, 0%

4 * + 49, ( -* 5 ( )/9, * 3 ) * ) 45 - )

0 53/ * ) 5 = 4 ( * //l0o( 05>, , 7% | 4 9,
, * ) 45 - ( )/ 5) [/ 4999, 4, -@ , . -@ /o, -
54’)’ = *4; *:/g = /O( 9* *1 4$50’ @ 9( (* * *
9*, @ , 4 ))/ *5 ] * x5 (( 90%*, ) 9 ** ) %
9*
7% | 4 4 3* > 4 /33 % 463 * )(,3* 4/0 Y [ (>
</ ., *- x4, - (] ) ( (.0 @ 9 44> 4 ) (
4 0/5 , @)/ (/140 0 ( * ,8463> )( 5 9 *


mailto:support@groundlabs.com

! 7
* 07

@ " H(, -/,4 3F >4 - x| %0, ,-*( & * x>+
9>+*/ 50(, , ")3%*: ( ,5%0 ,4 AEl 4
5 0()/* 30, ,0")3 *6; * AH * > *
(, 0(3 *4 0%, (9 0* >, * [/, HPF6; 4 | (
& * *> * ,
o H#* 3 *, -
° * , - 9 :.*/ & 0(,
. . - >/ & 0,
1
o ")3 *6; &.0* * 2 "Y3 *6: ', 4*95 *
b *5 )
. ) 5 </,*5 * o *5 * </,* 5
« 1 9 4 ( , *
« $ 3, 2%0+/3 (& * *> * 4 9 *+ , -
1 $ 7 !
3 ( ")3*6;& -* 4 0 x>+
1* 5 ( 5 /@0 .8+07 +', 1'% 2(, 3 I3 (3
7 +', 1" % $ @' .

éﬂ Hyper-V Manager
File = Action View Help
G E Quick Create... |

@ Mew » Virtual Machine... I
E Import Virtual Machine... Hard Disk...
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https://learn.microsoft.com/en-us/virtualization/hyper-v-on-windows/quick-start/enable-hyper-v

EH New Virtual Machine Wizard X

= ] Specify Generation

Before You Begin Choose the generation of this virtual machine,
Spedfy Mame and Location (O Generation 1
Spedify Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

wirtual hardware which has been available in all previous versions of Hyper-v.

Assign Memory

@ Generation 2

Thig virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 54-bit quest operating system.

Configure Metworking
Connect Virtual Hard Disk
Installation Opti
R EL L /i, Once a virtual machine has been created, you cannot change its generation.
Summary

More about virtual machine generation support
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E'] Settings for erducx-master-server on GL-CPU-10 -

erdx %-master-server | (5]
% Hardware . Security
!‘ Add Hardware
m Firmware Secure Boot
Boot fro Use Secure Boot to help prevent unauthorized code from running at boat time
. ity (recommended).
Secure Boot enabled Enable Secure Boot
W Memory S
5 MB P = i
¥ Microsoft UEFI Certificate Authority ~

2] u Processor
1 Virtual processor
El & scsi Controller
s Hard Drive
eri.x.x-master=s
DVD Drive
er2-2.9,1-Ora
) L'r-';, MNetwork Adspter

Default Switch

-]

iﬂ Name
Erd.x.x-master-server
C] Integration Services
Some services offered
ik | Checkpoints

L]
Standard

E' Automatic Stop Action

Save

Encryption Support
[] Enable Trusted Platform Module

A Trusted Platform Module (TPM) is a special purpose microprocessor which
provides cryptographic services to a compute platform.

Encryption support requires a key protector (KP) configuration for the virtusl
machine. If not already present, selecting one of these options will generate a
KP that allows running the virtual machine on this host.

Security Policy
Spedify additional protection options for the virtual machine.
[] Enable Shielding
This affects additional settings.

Learn more sbouit virtual machine security.
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) GetvCenter Server | ¥ Create/Register Vi | [Fg Shutdown [ Reboot | (@ Refresh | 4% Actions cPU rREE dig e

[
— use
—
Version 7.0 Update 2 (Buid 15160138) o
= Normal (not connected to any vCenter Server)
Hardwal | ~ Configuration
Manufacturer ‘ Image profile ESXi-67 0-20191204001-standard (VMware, Inc.}
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https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-vcenter-installation/GUID-B64AA6D3-40A1-4E3E-B03C-94AD2E95C9F5.html

1 New virtual machine - er2.x.x-master-server (ESXi 6.7 virtual machine)

¥ 1 Select creation type Select a name and guest OS

2 Selecta name and guest 05 Specify a unique name and 03

3 Select storage
4 Customize settings

Mame

5 Ready to complete

| er2.xx-master-server

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXiinstance.

|dentifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 6.7 virtual machine w

Guest O3 family Linux w

Guest OS version Oracle Linux 8 (64-bit) ~

Back Mext Finish Cancel )
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1 New virtual machine - er2.x.x-master-server (ESXi 6.7 virtual machine)

¥ 1 Select creation type Customize settings
¥ 2 Selectaname and guest 0S Configure the virtual machine hardware and virtual machine additional options
« 3 Select storage

T
- 2 [ VirtualHardware | VM Options | ~

5 Ready to complete

2 Add hard disk M8 Add network adapter EAddotherdew’ce

» [ crU 4 @
» @l Memory MB s
» Ol Hard disk 1 100 B i
+ [ SCSI Controfler 0 Vware Paravirtual

SATA Controller 0

USB controller 1 UsB 2.0
» B Network Adapter 1 VM Network - | @ Connect
il - RS2 Datastore ISO file + | [ Connect

Status M Connect at power on v

Back || Mext | Finish | Cancel |
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ﬁ Enterprise Recon 2 Agent (x64) (2.1.0) Setup

Choose Setup Type

Choose the setup type that best suits your needs

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
users.

Install
Install the complete product in the default location.

Copyright 2007-2020 Ground Labs Pte Ltd

< Back Mext = Cancel

T G R 4@ (3*53 )/ O
Y I* 4 - 0 0 (& * x>
¥ Enterprise Recon Configuration Tool >

Node Configuration

Master server IP address or host name

|EFECEIFI-5EWEI'| |

Master server public key (optional)

Target Group (optional)

Test Connection

Finish Cancel

B 47 (& * *>* 3] 0+ ) ®B*(  *5 3 .

1-/*
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AGENT GROUP "AGENT_GROUP_1" DETAILS

7* 139,

3* 53 4@ 0 ,0+0

(9 *o5*

5 ( -
5 | 4

*5 (1 44,

/I3 5 , ( ,*

0 * *
76 (/3 0 (*

0 #* C)

9, * S

4 (

Group: AGENT_GROUP_1
Agent Members: &* Win-Agent-1 il Remove
&* Win-Agent-2 i Remove
4 Ubuntu-Agent-1 i Remove
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03 Jun 2019 11:56AM MSsQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSAudit Running Ubuntu-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table Versions Queued Ubuntu-Agent-1
03 Jun 2019 11:56AM MSSQL Microsoft SQL Catalog GL_DB Schema dbo Table SSSCh... Queued Ubuntu-Agent-1
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After Search
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Throughput
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NEW DATA TYPE PROFILE

Data Type Profile Label:

Search for...

All Predefined
Types

=

Cardholder Data

List of data types
Choose Categories of All Predefined Types |

Search Bar
Choose‘ Categories of All Predefined Types
A

Q

Regions e

Al 0
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Asia 0
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Middle East Countries o

North America 0
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No Region 0
Countries >
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© Robust Search

Less results, less false matches

Relaxed Search

More results, more false matches

f

Robust / Relaxed Search

v

All Predefined Types (Excludes Custom Data Type)
American Express
Australian Bank Account Number
Australian Business Number
Australian Company Number
Australian Driver License Number
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Australian Individual Healthcare Identifier
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Australian Medicare Card
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Australian Telephone Number

Austrian Driver License Number
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Data Type Profile Label:

Enter New Label
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NEW DATA TYPE PROFILE

Data Type Profile Label: | =nter New Label

Search for...

33) ) (

S

Search Filters

All Predefined Use search filters to exclude locations and matches.

Types
Filter Type

‘ Exclude location by prefix
Cardholder Data

National
ID Data
[}

a
Patient Health

Data

Financial Data

&
Personal
Detall Data

3

Custom Data

Options

o€

Advanced
Features

Filter Detalls
Jetc/init.d

+ Add ~
Exclude location by prefix
Don't search locations beginning with.

Exclude location by suffix
Don't search locations ending in...

Exclude locations by expression
Don't search lacations matching a custom expression

Include locations within modification date
Search only locations which fall within the specified date range

Include locations modified recently

Search only locations which have been created or modified within the specified number of days

Exclude locations greater than filesize (MB)
Search only locations which are smaller than filesize

Ignore exact match
Ignore matches which equal..

Ignore match by prefix
Ignore matches beginning with..

Ignore match by expression

Ignore matches using a custom expression

Add test data

Report match as test data if the number is exactly..

Add test data prefix
Report match as test data if the match begins with

Add test data expression
Report match as test data using this custom expression
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Add Custom Data Type

Describe Your Data Type

Data Type
Add Rules Predefined View nules & exprassion
American Express v
Phrase this-is-a-phrase Delete
Character  Alphanumeric v repeats 0 : to 4 : times Delete
Phrase this-is-a-second-phrase Delete
Character = Non-digit v repeats 0 : to 1 : times Delete
Predefined American Express v Delete

¥ Advanced Options
Ignore duplicates

Minimum match count | O

Cancel

4 * 55 ( 365 *
A*, /565 </ , * 0f



( Rule 1 ) ( 123 )
' N
Rule 2 XX (Where "xx" is any 2 ASCII
characters)
J
)
( Rule 3 J
yyy (Where "yyy" is any 3 non-
whitespace and non-control
ASCII character).
( Rule 4 )
v \. S
A A
(3 [(]
w w
=] e
5 5
w (/]
i )]
( Rule 1 + Rule 2 + Rule 3 + Rule 4 ) ( 123+xx+yyy J
( C 3 * 1 4 ’ * @ e ) @ ;'- ' < ( 7 + l 1

View rules as sxpression

< . @) /* 0/ 5 * x gx *0(/ CB*



Add Custom Data Type

Describe Your Data Type
Data Type

Add Rules Back to criginal view

INCLUDE 'DEFINE_CHD"

WORD 'this-is-a-phrase' THEN RANGE ALNUM TIMES 0-4 THEN WORD 'this-is-a-
second-phrase’ THEN RANGE MONDIGIT TIMES 0-1 THEN REFER
'CHD_AMERICANEXPRESS'

Cancel
LI , - 130/ 54 )3 @ 9 * 055 4,//, 4, * 1°
44, ( 39*, ,- C3* , @37*/4€ 0 0(.0 /33*
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.10 44 | 9, -0/ 5 C3* )1t 0/ 5 4 )3 2
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- Y$ 0+ (% O(*O0 *, #(* x| -xxxx| ) [ 5] 0 !

( 0+ (o(*0 *9, ( 44, , ( 044 #(* Y,
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Add Custom Data Type

Describe Your Data Type
to add a backslash character - \

‘Wiew rules as expression

Add Rules Phrasse =
W I
Phrase I\ Delete
» Advanced Options
|_ ’ Cancel
%I 1
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< Would you like to search this target without installing an agent on it?
Credential Details

Please Specify a Login Credential for this Target:

Stored Credentials @ | --empty- v Clear
or

Credential Label: @ | Enter Credential Labe
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Password: Enter Password

Show Password

Private Key: @ Select file Browse

Proxy Details

Agent to act as proxy host @ | Select proxy agent ~ || Clear
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Exclude Location By Prefix
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